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 The Risk Toolbox – Identification & Measurement  

This is the second chapter in a series of articles focused on strategies that should be part of any company’s 
risk management plan to, effectively, manage the Total Cost of Risk (“TCoR”).  

Our previous chapter on the subject introduced basic concepts in risk management: including risk 
identification and risk impact, Enterprise Risk Management (“ERM”), and how to, better, forecast and be 
prepared for “risk events”. This paper will focus on ways in which a company can capture and measure 
the impact of their major risks using a risk register. By creating a risk register, an organization will have a 
more structured framework to capture and measure the financial impact of risks. A Risk register also 
becomes a place where the mitigation strategy can be stated. That mitigation strategy is how 
management controls the risks and, in many cases, is the subject of internal audit. A risk register is a useful 
tool to organize the approach to risk identification and management. The mitigation strategy serves as a 
sustainable solution to their most challenging operational risks.  

Many organizations will use their existing business 
management structure to create a Risk Management 
Working Group. If a company is thinking about risk, then 
tapping into the knowledge of the operational business 
leaders to raise risk awareness makes perfect sense. I am 
a big proponent of a Risk Management Working Group to 
spearhead these efforts and will elaborate on forming this 
structure in later chapters. 

TCoR is a quantifiable, controllable number that can be 
identified and reduced. Simply put, TCoR is the total cost 
of your insurance premiums, retained losses 
(deductibles/uninsured losses), and internal/external risk 
control costs. By identifying these costs, businesses can plan and implement risk management strategies 
to reduce them. Insurance premiums are the most visible costs associated with risk, but they are hardly 

the only ones. There are many other 
costs associated with risk that are 
either not tracked or are viewed as 
fixed costs. All the costs related to risk 
can be tracked and monitored. In 
addition, there are operational 
strategies that when implemented will 
manage and, ultimately, reduce these 
costs.To start thinking about risk in 
quantifiable terms, the company 
needs to establish parameters and a 
common lexicon for the Risk 
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Insign. Minor Moderate Major Critical

1 2 3 4 5

Almost Certain 5 5 10 15 20 25

Likely 4 4 8 12 16 20

Possible 3 3 6 9 12 15

Unlikely 2 2 4 6 8 10

Rare 1 1 2 3 4 5

Low Medium High Extreme

Consequence

Likelihood

Rating Probability
Almost 
Certain      

5

≥ 90 %

Probable                
4

60 - 89 %

Possible                  
3

30 - 59 %

Unlikely                  
2

6 - 29 %

Rare                         
1

1-5 % May occur only in exceptional circumstances during the 
life of the contract/project

Likelihood Table
Frequency

Is expected to occur in most circumstances for the life of 
the contract/project

Will probably occur in most circumstances for the life of 
the contract/project
Might occur at some time and may be difficult to control 
due to some external influences

Could occur some time for the life of the contract/project
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Management Working Group. Standards such as Likelihood, Consequence, and Financial Impact must be 
specifically defined so the metrics captured in the risk register make sense. Here are a couple of 
suggestions for Likelihood and Consequence measures: 

There is an innate risk associated with being a business, meaning there is always the potential risk of 
financial loss for just existing. Let’s focus on operational risk and steps to limit or reduce the likelihood of 
experiencing a financial loss from operations. Operational risk mitigation can be accomplished in several 
ways – below are a few examples: 

• Purchase insurance – while this is a common risk mitigation method, it does not work well if the risk 
is not managed to avoid frequency.  

• Safety Programs – having a robust Health and Safety Program (“HASP”) supported by the company 
culture and championed by the CEO is an excellent way to manage risk exposures. 

• Contract Management - shifting risk appropriately in every contract is a terrific best practice to adopt 
which is often overlooked in smaller vendors or, seemingly, insignificant transactions. 

The next historic area of confusion is defining the “financial impact” of an event. That is tricky and coming 
up with a 1-5 scale is even harder, however, it is an ESSENTIAL part of the process. An effective approach 
we have used for our clients is to create a consequence table that will highlight the areas of the business 
and identify the consequences of an event which will allow that consequence to be measured. Below are 
categories and what a 5-rating and 4-rating may look like.  

The critical thing is to quantify these items in hard measures so they can be measured. 

 
So now we have some basis for Likelihood and Consequence which, when assigned a (multiplied) score, 
will nicely fit into our risk register and we can use the Red/Amber/Green (“RAG”) system to visually 
demonstrate which of the risks will be the most material and should take priority. 

 

Rating People Environment Liability & 
Assets

Business 
Continuity

Legal Reputation Contract 
Services

Catastrophic             
5

Single Death or 
permanent 
disabil ity                                          

Several 
extensive 
injuries  

People missing 
for > 24 hrs

Issues of a 
continuous 
nature with 
major long 

term impact

Loss > 10 % of 
operational 

budget of 
project this 

risk relates to

Loss of 
operations > 1 
month   Loss of 

permit to 
operate

Deregistration 
of corporate 

entity      
Prosecution of 

Director or 
Senior 

Management   
Corporate Fine 

> $1 mill ion

Multiple 
impact, long 

lasting media 
coverage   

Government 
Censure

Inabil ity to 
supply product 
or service iaw 

contract for 
period more 
than 2 weeks

Major                              
4

Long term 
disabling 

injuries to 1 or 
more people

Incorrect 
reporting of 
compliance 
issue with 
regulatory 

bodies.    Large 
fine, media 

attention

Loss 3.5 - 10 % 
of operational 

budget of 
project this 

risk relates to

Loss of 
operations 1 

week - 1 month  
temporary 

cessation of 
permit

Prosecution of 
employee due 

to work related 
activities  

Corporate Fine 
> $250 k <$1 

million

High impact 
media 

attention (State 
or national for 

1 week)   
Ministerial 
request for 

clarification

Inability to 
supply product 
or service iaw 

contract for 
period > 1 
week & < 2 

weeks

Consequence Table
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So…finally let’s get to the star of the show – THE RISK REGISTER! 

A risk register is a useful way to capture and report on the risks for the company. As I stated earlier, I like 
using the business leaders as the Working Group, which makes them the “risk owner” and creates 
accountability. The fact that the company has now standardized the measurement for the risks will add 
consistency and credibility to the scores. 

You will see the above example uses one measure for INHERENT RISK and another for RESIDUAL RISK. 
There are debates about this within the risk community, but I find it to be useful to highlight the 
effectiveness of the risk mitigation technique. Some will add a cost to implement that risk mitigation as 
the proposed budget, clearly, identifies the result of having the [mitigation] expense approved. This is a 
powerful way to show the results expected from spending a few dollars on risk management. 

As I mentioned above, all these efforts to manage operational risk are important to a business; however, 
these are not without cost. The cost of risk mitigation needs to be assessed in terms of Return on 
Investment (“ROI”). Thinking about “risk management” and “sustainability” together as part of the 
solution frames the company’s commitment to addressing risk issues. This is a key factor in determining 
what risk mitigation strategy best fits an organization. 

In the third chapter of The ALS Group’s Total Cost of Risk series, we will focus on contracts, and how to 
use a structured approach to, effectively, transfer risk away from your company.    

If you need more information on any of the topics covered in this article, need help with any risk-related 
issues, or are interested in a Risk Management Assessment (“RMA”) please contact me, at 732.395.4251 
or asica@thealsgroup.com.  

 

 

R
is

k 
ID

 # Risk Category Risk Owner Risk Item Likelihood Impact Risk Score Mitigation Strategy
Risk Treatment 

Likelihood Impact Risk Score

21 Human Capital Human Resources Disruption or delays due to 
inadequate employment practices 
or disputes related to inadequate 
employment practices.

3.5 5.0 17.5 Employ more people what 
are not subject to a CBA

1.0 5.0 5.0

32 Environment, 
Health and Safety

Environmental, 
Health & Safety

Injury or casualties due to hazards, 
psychological or social issues, or 
crime.

1.0 5.0 5.0 1.0 1.0 1.0

61 Legal and 
Regulatory

Legal - General 
Counsel

Costs of defending against 
allegations of copyright or 
trademark infringement or 
misappropriation of intellectual 
property.

3.0 5.0 15.0 1.0 5.0 5.0

68 Reputation Public Relations - 
Communications

Damage due to allegations of 
defamation, libel, slander.

1.0 1.0 1.0 1.0 1.0 1.0

54 Finance and 
Accounting

Finance Inability to forecast correctly. 1.0 1.0 1.0 1.0 1.0 1.0

Risk Register

Inherent Risk Residual Risk
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