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 � Identify strategies to avoid or minimize 

the loss from each risk event, and

 � Monitor the results and review 

periodically.

Types of Risks to Consider
Risks to the supply chain are not just physi-

cal in nature. The Economist Intelligence 

Unit Survey2 reported that some of the big-

gest threats to the resilience of respondents’ 

supply chains are: 

 � Unfavorable exchange rate movements, 

 � Input price increases, 

 � Energy price increases, 

 � Insolvency of suppliers, 

 � Labor shortages, and 

 � Political and social unrest.  

Similar concerns were outlined in Aon’s 

2009 survey, “Risk in 21st Century Supply 

Chains.”3 (See FIGURE 1 above.) Seventy-five 

percent of the companies surveyed viewed 

supplier financial failure as a key risk area.

Increasing globalization brings a broad 

range of issues requiring increased vigilance. 

Political instability threatens supply chains. 

One need look no further than recent events 

in Egypt and the Middle East and their 

almost overnight impact on commodity 

prices to understand that businesses that 

rely on global supply chains face increas-

ing uncertainties. Natural disasters, such 

as the recent earthquake and tsunami in 

Japan, can have devastating effects on a 

company’s ability to supply. Planning for 

just these sorts of events must occur in 

advance of the actions to ensure your sup-

ply chain remains viable. The speed in which 

a natural catastrophe or political event can 

impact the supply chain underscores the 

need to proactively plan for contingencies 

and recourse.

If properly identified and quantified, trade 

disruption, trade credit, and contract frus-

tration are all risks that can be mitigated 

through insurance. Insurance for trade 

disruption exposures can help prevent loss 

of gross earnings and extra expense caused 

by a delay or non-arrival of goods from 

foreign locations due to government action 

or inaction. Questions like, “What is the in-

tended delivery route?” help determine the 

journey’s risks and what potential, lower-

risk alternatives exist. When evaluating the 

impact of a political disruption event, do not 

overlook risks such as embargoes, expropria-

tion, nationalization, third-party blockade 

or quarantine, piracy, or the inability of the 

shipping party to obtain an export license.

As part of your company’s sourcing prac-

tices, assess the robustness of your vendors’ 

supply chain risk management practices to 

determine vulnerabilities. You may be able 

to work with key suppliers to help them 

improve the way they identify and manage 

risks, which in turn will reduce your supply 

chain risk.
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FIGURE 1.

*Source: Aon Global, “Risk in 21st Century Supply Chains” (2009).
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be valuable to readers. Apply your practical 
insights, solutions, and encountered 
problems to their situations. Focus on the 
lessons learned rather than a chronology of 
events. Particularly of interest are articles of  
a “how-to” nature with practical, problem-
solving instruction that can  
be used on the job. 
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In order for your company to properly assess 

its supply chain risk and develop a sustain-

able risk management process, you must 

consider the following several key areas: 

 � Understand where your company is 

in the maturity curve of this process. 

Have you approached this subject 

before? If so, can employees or con-

sultants who previously participated 

furnish guidance, either anecdotally or 

from previous documentation? 

 � Establish a cross-functional team, 

including finance, procurement, risk 

management, and (potentially) legal 

counsel, to “tabletop” the exercise 

and develop it with management 

recommendations. Be sure to include 

supervisory personnel who have inti-

mate knowledge of your processes and 

experience with your vendors.

 � Understand your sources of supply 

and prioritize them according to their 

economic value to your organization.

 � Review existing processes and stress 

test each against a disruption-event 

scenario to assess what the financial 

impact will be on the organization:

• Assess plants, warehouses, and 

stores for the company;

• Assess direct suppliers;

• Assess the critical direct suppliers 

of your suppliers; and

• Assess all transportation and 

logistics providers.

 � Build a reporting structure and risk 

scorecard to memorialize processes 

you considered and issues that were 

identified and mitigated.

 � Establish risk management standards 

for new vendors. Embed risk manage-

ment activities and responsibilities 

into existing supply chain process 

functions—develop a simple vetting 

process that allows a “go” or “no-go” 

decision.

 � Perform periodic reassessments of 

your overall supply chain risk and the 

fundamental risk management process 

used for the assessment.

When analyzing your risks, it is generally 

thought that a divergent approach will 

yield more disruptive event scenarios than 

a convergent approach. The convergent ap-

proach asks: “Here is our supply chain. What 

could go wrong with it and what would be 

the cost of the harm done?” The divergent 

approach starts with an exposure—your 

company’s reputation, for instance—and 

imagines all of the supply-related events 

that could happen to tarnish it: “Our reputa-

tion is exposed to the actions of others. 

How many things can we think of that will 

damage our reputation if they happen?”

You can use a “risk register” to facilitate this 

process (see FIGURE 2 below). This is simply 

a prioritized list of risks that can impact 

the organization. The risk register docu-

ments each risk and assigns its likelihood 

and potential impact. Multiplying these 

values yields the event’s inherent risk score. 

Next, document the proposed mitigation 

strategy, which should result in lowered 

likelihood and/or impact levels and will 

yield the remaining “residual risk” score. For 

example, insuring against an event does not 

change its likelihood; it simply reduces its 

financial impact. On the other hand, finding 

an alternate supplier for a key component 

lowers both the likelihood of supply chain 

disruption and its impact. The risk register 

provides a framework that allows your risk 

management team to reassess evaluations 

as time passes and your risk data matures.

The elements of a proper risk register begin 

with an assessment of the financial impact 

of an event to the organization. Next, 

consider the acceptable threshold of risk 

tolerance for managers, executives, and 

the board of directors. How can an effective 

mitigation strategy make an otherwise un-

acceptable risk into one that the company 

can tolerate?

Best practices to mitigate the financial 

impact of certain risks include:

 � Improve collaboration with suppliers 

and partners;

 � Shift from single to multiple suppli-

ers to minimize over-dependency and 

related vulnerability;

 � Benchmark the performance of suppli-

ers to allow an “early warning system” 

that may signal a more systemic 

failure;

 � Conduct a risk audit of key suppliers 

and develop a risk/reward score to 

evaluate outsourcing and the use of 

third-party providers;

 � Complete a formal mapping of the sup-

ply chain, including a risk register;

 � Review the risks and penalties in 

contractual agreements and use broad 

wording in force majeure clauses, when 

available;

The Risk (What 
can happen and 
how might it 
happen?)

Source of Risk Likelihood Impact Inherent 
Risk Level

Mitigation 
Strategy

Likelihood Impact Residual Risk 
Level
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Arranged
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FIGURE 2.




